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Figure 1.8 One step of Newton’s Method. Starting with x, the tangent line
to the curve y=f(x) is drawn. The intersection point with the x-axis is x;, the next
approximation to the root.
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g Lagrange Interpolation
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Lagrange Interpolation
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Lagrange Interpolation
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Lagrange Interpolation
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O Lagrange Interpolation Error Analysis
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Figure 3.5 Interpolation of triangular bump function. The interpolating
polynomial wiggles much more than the input data points.
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Polynomials over Finite field (i&if)

p(x) = ag + a;x + a,x? + azx3 + - + apx* (mod q)

p:{0,..,q—1} - {0,...,q — 1}
a; € {0,...,q— 1}

» Coefficient representation
* Value representation: p(1),p(2), ...,p(k),p(k + 1)
— Interpolation: Lagrange, or as a system of linear equations

k

L(x) ::Zyj H T Im

.’,U — X
j=0  0<m<k,m#j m

— There is a unique degree < k polynomial passing through k + 1 points
— Division in modular arithmetic: multiplicative inverses



Shamir’s secret sharing scheme (i)

For illustration, let’s take n=10, k=2

Want: divide a secret among 10 people, so that any 2 people can recover the secret, but
any one person knows nothing about the secret

Shamir’s scheme:
Say secrets € {0, ...,q — 1}
Sample another number a € {0, ...,q — 1}, u.a.r.

Consider the polynomial p(x) = ax + s (mod q)
Hand out p(1),p(2), ..., p(10)

Correctness: knowing two points determine a unique line (e.g. by interpolation)

Secrecy: knowing say p(1) tells you nothing about p(0)
« Ifa€{0,..,qg— 1}isdrawn u.a.r,, then a + s (mod q) is independent from s



Shamir’s secret sharing scheme

Shamir’s scheme for general n,k:
Say secret s € {0, ...,q — 1}
Sample a4, a,, ...,a;_4, u.a.r.

Consider p(x) = aj_1x* 1 + -+ a;x + s (mod q)
Hand out p(1),p(2), ..., p(n)

Note that ¢ > max(k,n)
Correctness: Any k knows the secret
Secrecy: Any k-1 knows nothing about the secret

* Any k-1 points, together with any choice of p(0) determine a unique
polynomial

* To prove independence: use bijection!




General errors: packet corruption

TCP/IP: resend packets, change data rate etc.
But this can be wasteful!
Can we reconstruct packets? ’7 T s e e 8


https://freepngimg.com/png/17922-satellite-png-hd
https://creativecommons.org/licenses/by-nc/3.0/
https://socialcompare.com/en/comparison/handheld-golf-gps-units-29bj8yeo
https://creativecommons.org/licenses/by-sa/3.0/

Another example: RAID storage levels

* Imagine you have 4 disks, each of 4TB
* To tolerate 1 disk failure, a common practice is to use RAID 5
* You have 3 disks of available storage, and 1 disk for parity

000

 SayyouloseB,youcanrebuildB=D@HADC

 However, at current unrecoverable read error (URE) rate of 1e-14, the success
rate of rebuilding is less than 40%

— RAID 6: One common implementation is via Reed-Solomon codes
* Cloud storage providers are already using more general ECCs



Erasure codes

Imagine you want to send n packets through a lossy channel
Lossy channel: can lose up to k packets
Question: can you send n+k packets and recover the message?

Hint: what do we know about polynomials?

Answer: Yes!
Any n points uniquely determine a degree < n — 1 polynomial.

Say we are given messages dg, dy, ..., Ap_q

Consider p(x) = a,_1x™" 1 + -+ a;x + ay (mod q)
Send p(1),p(2), ...,p(n + k)
Any n packets allow us to recover all. This is optimal!




Imagine we want to send 2 packets
Channel: corrupt at most 1 packet, but can be any one
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Reed-Solomon codes

Imagine we want to send 2 packets
Channel: corrupts at most 1 packet, but can be any one

2 points -> a line?
What if we send other points on the line as well?

Say we send 4 points in total.
How do we determine which one is corrupted?

At most 1 error -> there is a line passing through 3 points

If we found such a line, it must be the correct line:

At most 1 error, so 2 out of the 3 points must be correct

e 2 points determine a unique line, which must be the correct line



Reed-Solomon codes

Imagine we want to send n packets
Channel: corrupts at most k packet, but can be any one

Reed-Solomon codes
Say we are given messages g, Ay, ..., Ap_1

Consider p(x) = a,_x" 1+ -+ a;x + a, (mod q)
Send p(1),p(2),...,p(n + 2k)

At most k errors -> 3 a poly. of deg n-1 passing through n+k points
If we found such a poly., it must be the correct poly.:

* At most k error, so n out of the n+k points must be correct

* There is a unique poly. of deg n-1 going through n points

* So, if our poly. goes through them, it’s the correct one



Reed-Solomon codes

Many applications:

* HDFS-RAID in Facebook
* GFSIlin Google

* Covid-19 Pool testing

Q: Why mod g?
* Numerical instability or genuine error

Q: Choice of g? Need g > n + 2k.
* Not ideal, but OK in practice.
* Often times, errors are bursty. If a bit is corrupted, all nearby symbols are often unreliable

Efficient decoding:

. (";2") interpolations to try? Brute-force would take exponential time in general.
* Berlekamp-Welch: one polynomial interpolation suffices — error locating polynomial


https://www.science.org/doi/10.1126/sciadv.abc5961

ECCs and distance properties

Hamming distance d (s, t) = }; 1(s; # t;)
Minimum distance of a code:= min d(c(m),c(m'))
m#+m

To handle k erasure errors, need minimum distance k+1
To handle k general errors, need minimum distance > 2k

Theorem: The Reed-Solomon code mapping n messages to a
codeword of n+2k messages has minimum distance 2k+1
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